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Why a Guide about Networking?

Networking is still a delicate subject for many people. Today, everyone needs to
know how to set up a local or home network, share printers, share internet
connection and protect their privacy online using services like VPN or encrypting your
network traffic.

Youde not alone. Most of the people | know that dond work in technology-related
positions dond know what even the simplest of acronyms mean or how to set up a
wireless network at home. This guide aims to provide you with all the basics you
need to deal with networking related tasks.

Apart from the concepts and terminology, this guide is aimed at Windows users.
Linux users will have a networking chapter in another upcoming eBook.
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DHCP - DHCP basically takes care of various settings automatically, so you dond
have to read a 300 page book to set up a network.

WiFi - is a trademark of the Wi-Fi Alliance for products based on the IEEE 802.11
(W-LAN) standards. This certification warrants interoperability between different
wireless devices. There are many variations of IEEE 802.11. The most important and
current standards are contained in this table:

Name Frequency Release Date Speed Range(Indoors/Outdoors)
802.11N 2,4Ghz January 2010* 600 Mbits/s 38 Meters/250 Meters
802.11G 2,4Ghz June 2003 54 Mbits/s 70 Meters/140 Meters
802.11Y 3,7Ghz November 2008 54 Mbits/s 50 Meters/5000 Meters

802.11n is the standard most used today and is recommended if youde trying to set
up a wireless network. *The standard is set to be ratified in Jan 2010, all the
currently available wireless routers are certified using Draft specifications.

Set up alocal wired network

Setting up a wired network is not as common as it used to be a few years back.
Wired connections still have the best bandwidth and are not affected by common
household RF(radio-frequency) interference. However, it can be inconvenient to
install Ethernet cables around the house, so wireless is slowly gaining in popularity. If
your house doesnd have Ethernet cables in the walls and the appropriate wall plugs,
you should consider the wireless alternative.
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Here®& how the network topology will look like:

Computer #1

Internet Modem

Computer #2

1. Buy a router with a number of ports close to the number of computers. For
most people an 8-port router will suffice. You can start your search by looking
at the Newegg page for wired networking. A good choice would be the
LINKSYS BEFSR81. This router will connect to your existing internet
connection via an Ethernet cable. It will also connect to your other computers
through the same type of cable.

2. Connect the cable to the port available on your computer, as shown in the
picture below. Do this for all the computers you wish to connect.
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3. Connect the other end of the cable to the router. Afterward, connect the
internet cable to the indicated port.

In 99% percent of the cases, this is all you need to do in order to set up a
network. The router and computer is already set up to use DHCP and
should configure automatically.

4. If your computer doesnd automatically recognize the internet connection, you
need to apply the settings your ISP (Internet Service Provider) gave to you
when you registered to the router. This may be a PPPOE username/password
combination or another validation method. The router manual contains
instructions on how to access the configuration application of the router. These
days, router interfaces are user friendly and are easily configured, just refer to
the manual.

Once the network is set up, read through the sections that explain how to share files
and do other network related tasks.

Modems are devices that negotiate a connection between your internet service
provider and a network interface (computer, laptop, router). Most routers have
integrated modem capabilities (for PPOE connections for example), but cannot
interface directly to connections that dond use the RJ-45 connector. That's why
usually internet providers have a modem that connects the internet line with the
router from where connection distributed to all connected PCs. Also modems do not
usually have the capability to connect to multiple computers at the same time but
routers do. That's why when you want to use one internet line for multiple PCs you
almost always need a router.
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Set up a local wireless network

Wireless networks today offer enough speed to satisfy even the most prolific file-
sharing, movie streaming, network backup fanatic. Using the latest generation of
wireless routers, equipped with MIMO(multiple inputs and outputs) and 802.11n
transmitters, you can at least in theory get a throughput of 108Mbits, which is many
times over the capacity of your internet connection.

A wireless network gives you freedom to use the Internet anywhere around the house
or even in the backyard. Considering how many mobile devices support wireless
networking today, it®& a good investment for the future.

Wireless networks are slower and less reliable than wired connections. Some
security researchers consider that wireless is an inherently flawed technology i data
can be trapped and analyzed later without the need of a physical tap. Setting up a
wireless network is hassle free and can be easily upgraded later, no need to change
the cables in all of your house.

In order to set up a wireless network you need a router and a device with a wireless
network adapter. This could be your PC, laptop or iPod touch. A good place to start
shopping for a wireless router is the Newegg page
[http://www.newegg.com/Store/Cateqgory.aspx?Category=41&name=Wireless-
Networking]. A good wireless router is the LINKSYS WRT610N available here
[http://www.neweqg.com/Store/Category.aspx?Category=41&name=Wireless-

Networking].

Now go to Control Panel and check to see if you have a wireless network adapter
already installed. Most of the laptops and netbooks these days come with an inetrnal
wireless network adapter (look for ON/OFF WLAN switch).
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If not, visit the Newegg page and buy one of the USB adapters. They are fairly cheap
and most work directly out of the box. PC/Cardbus/ExpressCard adapters are also
available for purchase. A good choice would be the D-Link WUA-1340 available here.
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Let® take a look at how the network topology is going to be:
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Once you have all the hardware youde ready to set up the network. Read the manual
that came with the router and connect your internet connection to the router.
Basically, you have to connect the cable from your cable/DSL router to the wireless
router, turn the router on, connect to the router® signal, access a web configuration
page and do some minor tweaks.

Modern wireless routers are extremely easy to configure, and most come with
wizards and walkthroughs that explain everything as you go along. Here is a
screenshot of my configuration panel that | access by typing 192.168.10.1 in the
address bar of my browser. That address is the IP address of the wireless router, and
may be different for your router, but it is clearly pointed out in the router®
manual.Here are some links to sites that provide addresses:

I http://www.makeuseof.com/dir/router-passwords-default-passwords-routers/

1 http://www.makeuseof.com/dir/cirtnet-lookup-default-passwords-electronic-
devices/
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The La Fonera 2.0 router is a perfect example of an easy to use web configuration
application. Simply click on Settings>Internet>Connection
Type>Username/Password.

If all your computers are 802.11N compatible, youdl also want to lock the network
mode to N. This will disable access to the network to any non-N adapter which will
prevent the network from downgrading the speed to the lower specifications.
Particularly useful if you@e going to set up an open wireless network i which doesnd
require a password and allows anyone in range to connect (common for coffee
shops, public places).
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Back in Windows, you can either click on the taskbar icon, which is available on all
versions of Windows since 2000 or bring up the control panel. Depending on your
version, either right-click on the wireless network adapter and select Connect, or use
the Connect to a network link.

Screenshots presented are from the upcoming Windows 7 operating system. In
Windows 7 networking gets a much needed facelift and small usability
enhancements. For example, the jumplist containing network connections.
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Set up an ad-hoc wireless network

Not very well known and understood are the so called ad-hoc networks. Ad-hoc
networks are wireless networks created between two or more computers which
instead of having a dedicated router, they have a computer that takes care of that
task.

Combined with the ICS(Internet Connection Sharing) wizard i it® a fast and no-cost
alternative to a router. Using an older computer equipped with a decent MIMO
wireless card to provide the router capabilities is not as easy as using a standalone
router.

It& important to bolt down the computer with a decent security suite, a stateful packet
inspection firewall and always keep it up to date with patches. | use the Yoggie
Gatekeeper Pro to protect the network and also have Kaspersky AV on each of the
Windows machines as a backup. Having a real computer on the job gives you
flexibility T printer sharing, networked storage i but it can make it easier for hackers
to get into your network.

Geeks usually set the computer-router with a Linux distribution, and for good
reasons, but it is still difficult to get right and sometimes updates mess up the
configurations and packages. Also, you may find that your card will work slower or
not at all because of missing or incompatible drivers.

To create an ad-hoc network you need to have at least two network adapters, one
that connect to the internet and a second which connects to the internal network. Ad-
hoc networks are very easy to set up in Windows Vista and Windows 7 from Network
and Sharing Center>Set Up a Connection or Network> Ad-hoc Network. All you have
to do on these systems is read the short instructions presented on the screen.
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Setting up an ad-hoc network on Windows XP is a little more complicated.
1. Right-click your wireless network connection, and then click Properties.

2. In the Wireless Network Connection Properties dialog box, click the
Wireless Networks tab.

3. On the Wireless Networks tab, under Preferred networks, click Add.

tuxgeek.me EFL Illuncii.;&\‘if.(om






















































